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Abstract
Small and medium-sized enterprises (SMEs) face persistent cybersecurity exposure whi-

le often lacking the resources, expertise, and governance structures required to adopt com-
prehensive assessment frameworks. Existing cybersecurity maturity models provide useful 
guidance, yet they frequently remain fragmented across domains, weakly operationalized for 
SME realities, and insufficiently explicit in how maturity scores are computed and prioritized. 
This paper proposes M-SCORE, a quantitative and multi-dimensional cybersecurity maturity 
evaluation model specifically designed for SMEs. The model integrates core cybersecurity di-
mensions—governance, protection of data and assets, continuity and resilience, third-party 
risk, awareness, and detection and response, with optional coverage of AI governance—into 
a structured scoring approach based on measurable indicators, verifiable evidence, weighted 
sub-dimensions, and auditable implementation levels.
To improve practical applicability without compromising reproducibility, M-SCORE adopts 
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a hybrid architecture in which deterministic rule-based scoring is complemented by agent-as-
sisted semantic support for evidence interpretation, document classification, and recommen-
dation generation. In this design, AI agents do not determine the score; instead, they enhance 
the efficiency and usability of the assessment workflow while preserving transparency and 
traceability. The paper follows a Design Science Research approach and formalizes the model, 
its scoring logic, and its conceptual automation architecture. A preliminary application scena-
rio is also outlined to illustrate how M-SCORE can support maturity profiling, gap identifica-
tion, and roadmap prioritization in resource-constrained SME environments.

Keywords: cybersecurity maturity model; SMEs; quantitative assessment; maturity scoring; 
agent-assisted assessment; rule-based evaluation; cybersecurity governance; third-party risk; resi-
lience; Design Science Research.

Resumen
Las pequeñas y medianas empresas (PyMEs) enfrentan una exposición persistente a riesgos 

de ciberseguridad, al tiempo que frecuentemente carecen de los recursos, la experiencia y 
las estructuras de gobernanza necesarias para adoptar marcos de evaluación integrales. Los 
modelos de madurez en ciberseguridad existentes ofrecen orientación útil, aunque suelen 
presentar fragmentación entre dominios, una operacionalización débil para la realidad de las 
PyMEs y escasa transparencia respecto de cómo se calculan y priorizan los puntajes de madu-
rez. Este artículo propone M-SCORE, un modelo de evaluación de madurez en ciberseguridad 
cuantitativo y multidimensional, diseñado específicamente para PyMEs. El modelo integra 
dimensiones esenciales de ciberseguridad —gobernanza, protección de datos y activos, conti-
nuidad y resiliencia, riesgo de terceros, concientización, y detección y respuesta, con cober-
tura opcional de gobernanza de inteligencia artificial— en un enfoque de scoring estructurado 
basado en indicadores medibles, evidencia verificable, sub-dimensiones ponderadas y niveles 
de implementación auditables. Para mejorar la aplicabilidad práctica sin comprometer la re-
producibilidad, M-SCORE adopta una arquitectura híbrida en la que el scoring determinista 
basado en reglas se complementa con soporte semántico asistido por agentes para la interpre-
tación de evidencia, la clasificación documental y la generación de recomendaciones. En este 
diseño, los agentes de inteligencia artificial no determinan el puntaje; en cambio, mejoran la 
eficiencia y la usabilidad del flujo de evaluación, preservando la transparencia y la trazabili-
dad. El artículo sigue un enfoque de Design Science Research y formaliza el modelo, su lógica 
de scoring y su arquitectura conceptual de automatización. Se presenta también un escenario 
de aplicación preliminar para ilustrar cómo M-SCORE puede apoyar la elaboración de perfiles 
de madurez, la identificación de brechas y la priorización de hojas de ruta en entornos PyME 
con recursos limitados.

Palabras claves: modelo de madurez en ciberseguridad; PyMEs; evaluación cuantitativa; scoring 
de madurez; evaluación asistida por agentes; evaluación basada en reglas; gobernanza de ciberse-
guridad; riesgo de terceros; resiliencia; Design Science Research.

Introduction 

Small and medium-sized enterprises (SMEs) are increasingly exposed to cybersecurity 
risks as a result of their growing dependence on digital infrastructures, cloud services, and 
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interconnected supply chains. However, their ability to manage such risks remains cons-
trained by structural limitations, including restricted budgets, limited availability of specia-
lized personnel, and low levels of formalization in governance processes. This imbalance 
between exposure and capability positions SMEs as a critical vulnerability within broader 
digital ecosystems.
A wide range of frameworks and standards has been developed to structure cybersecu-

rity risk management, including the NIST Cybersecurity Framework (CSF 2.0; NIST, 2024), 
NIST Special Publications (e.g., SP 800-53, NIST, 2020; SP 800-37, NIST, 2018; and SP 800-161, 
Boyens et al., 2022), CIS Controls v8.1, and ISO/IEC 27001–27002. These frameworks provide 
comprehensive guidance for organizing cybersecurity practices across governance, protec-
tion, detection, response, and recovery domains. However, they are primarily defined as 
reference models and do not inherently provide mechanisms for quantitative, reproducible, 
and operational maturity evaluation, particularly in resource-constrained environments 
such as SMEs.
The increasing use of artificial intelligence in cybersecurity assessment further reinfor-

ces the need for structured and controlled evaluation approaches, as highlighted by fra-
meworks such as the NIST Artificial Intelligence Risk Management Framework (NIST, 2023). 
In parallel, academic literature has proposed multiple cybersecurity maturity models and 
assessment approaches intended to support the evaluation of organizational capabilities 
and the prioritization of improvement actions. While these approaches provide valuable 
conceptual structures, they tend to exhibit persistent limitations.
Existing models frequently remain fragmented across domains, addressing governance, 

controls, awareness, resilience, or supply chain risk as separate assessment areas — a se-
paration that limits the ability to obtain a coherent view of cybersecurity maturity. Many of 
these approaches also lack formalized scoring mechanisms, relying instead on qualitative 
interpretations or loosely defined maturity levels. Compounding both problems, they sel-
dom reflect the operational realities of SMEs, where simplicity, cost-efficiency, and incre-
mental implementation are not optional features but basic requirements.
Recent advances in automation and artificial intelligence introduce new possibilities for 

supporting cybersecurity assessment processes, particularly in areas such as document 
analysis, compliance evaluation, and evidence interpretation. However, approaches that 
rely heavily on AI-driven decision-making may compromise explainability, auditability, and 
reproducibility when evaluation logic becomes opaque. In cybersecurity governance con-
texts, these properties are essential to ensure trust in assessment outcomes and to support 
informed decision-making.
Another recent work on explainable artificial intelligence (XAI) emphasizes the impor-

tance of transparency and interpretability in automated decision-support systems, parti-
cularly in cybersecurity and governance contexts (Tjoa & Guan, 2021; Samek et al., 2021). 
These studies reinforce the need for approaches in which evaluation logic remains explicit, 
verifiable, and traceable.
In response to these limitations, this paper proposes M-SCORE, a quantitative and mul-

ti-dimensional cybersecurity maturity evaluation model specifically designed for SMEs. The 
model is defined as a conceptual, maturity-oriented framework intended to support structu-
red cybersecurity assessment through the integration of key domains, including governan-
ce, protection of data and assets, continuity and resilience, third-party risk, awareness, and 
detection and response.
The core of M-SCORE is a deterministic and rule-based scoring mechanism grounded in 

http://rtyc.utn.edu.ar/index.php/rtyc
https://doi.org/10.33414/rtyc.56.99-119.2026
https://portal.issn.org/resource/ISSN/1666-6933#


 102
(99-119)

Revista Tecnología y Ciencia
DOI: https://doi.org/10.33414/rtyc.56.99-119.2026 - ISSN 1666-6933

Universidad Tecnológica Nacional
MAYO - AGOSTO 2026 / Año 24 - Nº 56

M-SCORE: An Explainable and Quantitative Cybersecurity Maturity Scoring Model for SMEs

 Diego Angelo Bolatti et al.

measurable indicators, verifiable evidence, weighted sub-dimensions, and explicitly defi-
ned implementation levels. This design is intended to ensure transparency, reproducibility, 
and auditability of the evaluation process. At the same time, the model incorporates a hy-
brid agent-assisted architecture that is intended to support evidence interpretation, docu-
ment classification, and recommendation generation, while preserving a strict separation 
between semantic processing and scoring logic.
This work extends previous research efforts focused on cybersecurity governance in 

SMEs, particularly the M-GAP model presented at a previous conference (Bolatti et al., 2025). 
While prior work addressed governance as a standalone assessment dimension, the present 
study advances toward an integrated and quantitative maturity evaluation framework that 
consolidates multiple cybersecurity domains into a unified scoring structure.

Fig 1: Conceptual overview of the M-SCORE model

Figure 1 provides a conceptual overview of the M-SCORE model, illustrating the relations-
hip between cybersecurity dimensions, the rule-based scoring engine, and the agent-assis-
ted support layer. The figure is intended to introduce the structure of the model prior to its 
formal definition, emphasizing its hybrid and multi-dimensional nature.
This research follows a Design Science Research (DSR) approach, focusing on the design 

and formalization of an artifact intended to address a relevant and practical problem. The 
paper presents the conceptual foundations of the model, its structural components, and its 
scoring logic, along with a conceptual architecture for its implementation. A preliminary 
application scenario is included to illustrate how the model can be applied to generate ma-
turity profiles, identify gaps, and support the prioritization of improvement actions in SME 
environments.
The remainder of the paper is structured as follows. Section 2 reviews the relevant literatu-

re on cybersecurity frameworks, maturity models, and quantitative assessment approaches. 
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Section 3 defines the problem addressed by this research. Section 4 presents the M-SCORE 
model. Section 5 introduces the agent-assisted architecture. Section 6 outlines an applica-
tion scenario. Section 7 discusses implications and limitations, and Section 8 concludes the 
paper.

Literature Review 
This literature review adopts a structured narrative approach, focusing on widely recogni-

zed cybersecurity frameworks, maturity models, and recent research contributions related 
to quantitative assessment and automation. Sources were selected based on their relevance 
to SME environments, their influence on cybersecurity practice, and their contribution to 
the conceptual and methodological foundations of maturity evaluation.
Cybersecurity risk management has been extensively addressed through international 

standards and frameworks that provide structured guidance for organizing security prac-
tices. Among the most influential are the NIST Cybersecurity Framework (CSF 2.0; NIST, 
2024), NIST Special Publications such as SP 800-53 (NIST, 2020) and SP 800-37 (NIST, 2018), 
ISO/IEC 27001–27002, and the CIS Controls v8.1. These frameworks define comprehensive 
sets of functions, controls, and processes intended to support governance, protection, de-
tection, response, and recovery activities. Their widespread adoption has contributed to the 
establishment of a common language for cybersecurity management across organizations 
and sectors  (Azmi et al., 2018). Comparative studies have further explored the integration 
of multiple frameworks to support structured assessment approaches (Sulistyowati et al., 
2020).
Earlier studies on information security governance frameworks have explored structured 

approaches to evaluating organizational security practices, although often without formali-
zed quantitative mechanisms (Rebollo et al., 2015).
Despite their relevance, these frameworks are primarily defined as reference models ra-

ther than evaluation mechanisms. They specify what organizations are expected to imple-
ment but provide limited guidance on how to quantify implementation levels or compare 
maturity across different contexts. As a result, organizations—particularly SMEs—face cha-
llenges when attempting to translate these frameworks into measurable and operational 
assessments.
To address this limitation, a growing body of research has focused on cybersecurity matu-

rity models, which are intended to support the evaluation of organizational capabilities and 
to guide improvement processes. These models typically define maturity levels associated 
with the implementation of controls or practices. Some approaches align maturity levels 
with established frameworks such as NIST CSF or ISO/IEC 27002, enabling organizations 
to evaluate their posture relative to recognized standards (Almuhammadi & Alsaleh, 2017). 
Recent work has also explored the development of structured cybersecurity capability mo-
dels tailored to organizational contexts, including SMEs, emphasizing the need for systema-
tic and scalable evaluation approaches.
However, existing maturity models present important limitations. A recurrent issue is the 

reliance on qualitative or semi-quantitative assessment methods, where maturity levels are 
conceptually defined but lack formalized and reproducible scoring mechanisms. This limi-
tation restricts the ability to perform consistent comparisons across time and between or-
ganizations. In addition, many models adopt a control-centric perspective, focusing on the 
presence or absence of specific practices without sufficiently capturing their effectiveness, 
integration, or contextual relevance.
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Another significant limitation relates to domain fragmentation. Cybersecurity capabili-
ties are frequently evaluated in isolation—such as governance, technical controls, aware-
ness, or supply chain security—without providing an integrated perspective. This separation 
limits the ability to capture systemic interdependencies and to produce coherent maturity 
profiles, particularly in SME environments where resource allocation decisions require a 
holistic view.
Prior research has also emphasized the importance of organizational capabilities as a 

foundation for cybersecurity resilience, highlighting the need for structured and measura-
ble capability development approaches (Malatji et al., 2022).
Human factors also represent a critical dimension of cybersecurity maturity. Awareness 

initiatives are often insufficient when not integrated into structured governance and evalua-
tion processes, resulting in limited behavioral impact (Bada et al., 2019). Workforce capabi-
lity frameworks further highlight the importance of skills development and organizational 
competencies in shaping cybersecurity maturity (Petersen et al., 2020).
From a methodological perspective, recent work in cybersecurity risk analysis has em-

phasized the limitations of traditional qualitative approaches and highlighted the need for 
more structured and quantitative evaluation mechanisms. Approaches such as adversarial 
risk analysis propose more rigorous decision-making frameworks that account for uncer-
tainty and strategic interactions (Ríos Insua et al., 2021). These contributions reinforce the 
need for models capable of supporting prioritization and resource allocation based on me-
asurable criteria.
In parallel, the increasing adoption of digital platforms and cloud-based infrastructu-

res has stimulated research on automated and semi-automated cybersecurity assessment 
approaches. These approaches explore the use of rule-based systems and machine learning 
techniques to support compliance evaluation, configuration analysis, and security posture 
assessment. While such approaches demonstrate potential for improving scalability and re-
ducing manual effort, they also introduce challenges related to interpretability and trust.
The use of artificial intelligence in cybersecurity assessment remains an evolving area. 

While AI can support tasks such as document classification, anomaly detection, and evi-
dence interpretation, its integration into evaluation processes requires careful design to 
preserve verifiable results, traceable outcomes, and reproducibility. This requirement is 
particularly relevant in maturity assessment contexts, where evaluation outcomes must be 
justifiable and subject to validation.
Within this context, SMEs present specific challenges that are not fully addressed by exis-

ting approaches. Limited resources, simplified organizational structures, and dependence 
on external service providers require models that are not only rigorous but also practically 
implementable. Although prior work has highlighted the need for simplified and tailored 
frameworks for SMEs, these efforts often remain either too high-level or insufficiently for-
malized in terms of measurement and scoring.
In summary, the literature reveals a persistent gap between existing cybersecurity fra-

meworks, maturity models, and automated assessment approaches. Frameworks provide 
structured guidance but lack quantification mechanisms. Maturity models introduce evalua-
tion structures but often remain qualitative or fragmented. Automated approaches improve 
efficiency but may compromise transparency. These limitations motivate the development 
of a conceptual, maturity-oriented framework that integrates quantitative rigor, multi-di-
mensional structure, SME applicability, and controlled use of automation.
The M-SCORE model is proposed in this context as an approach intended to address these 

limitations, as detailed in the following sections.
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Problem Statement
The increasing exposure of small and medium-sized enterprises (SMEs) to cybersecurity 

threats has not been matched by a proportional evolution in their ability to assess and mana-
ge cybersecurity maturity in a structured and measurable way. While existing frameworks 
provide comprehensive guidance and maturity models offer conceptual evaluation struc-
tures, there remains a fundamental disconnect between what should be implemented and 
how implementation can be objectively measured and operationalized in practice.
This disconnect becomes particularly evident in SME environments, where cybersecuri-

ty decisions must be made under constraints of limited resources, reduced technical spe-
cialization, and high dependency on external service providers. In such contexts, assess-
ment approaches that rely on qualitative judgments or loosely defined maturity levels are 
insufficient to support prioritization and resource allocation. Conversely, highly complex 
or data-intensive models are often impractical to implement. As a result, SMEs frequently 
operate without a clear, consistent, and reproducible understanding of their cybersecurity 
maturity.
A key limitation identified in the literature is the absence of formalized quantitative 

mechanisms capable of translating cybersecurity practices into measurable outcomes. 
Although some approaches introduce scoring schemes, these are often implicit, non-trans-
parent, or inconsistently applied, limiting their reproducibility and comparability. Without 
a well-defined scoring logic grounded in observable evidence, maturity assessments risk 
becoming subjective and difficult to validate.
At the same time, cybersecurity capabilities are inherently multi-dimensional and in-

terdependent, spanning governance, technical protection, resilience, human factors, and 
third-party dependencies. Existing approaches frequently evaluate these dimensions in-
dependently, which restricts the ability to capture systemic relationships and to produce 
a coherent maturity profile. For SMEs, where resource allocation decisions must consider 
trade-offs across domains, the lack of integrated evaluation mechanisms represents a signi-
ficant limitation.
The growing availability of automation and artificial intelligence introduces additional 

complexity. These technologies enable more efficient data processing, evidence analysis, 
and scalability of assessments. At the same time, approaches that embed AI directly into 
evaluation or scoring processes may compromise verifiable results and evaluation consis-
tency, particularly when decision logic becomes opaque. This creates a tension between 
automation and explainability, which must be carefully balanced in cybersecurity maturity 
assessment.

The problem addressed in this research can be formulated as follows:
How can a cybersecurity maturity evaluation model for SMEs be designed to be simultaneously 

quantitative, multi-dimensional, operationally feasible, and compatible with automated support 
mechanisms, while preserving transparency, reproducibility, and auditability?
Addressing this problem requires reconciling several competing requirements. The mo-

del must provide a formal and deterministic scoring mechanism capable of producing con-
sistent and comparable results across different contexts. At the same time, it must remain 
sufficiently simple and adaptable to be implemented in SMEs without requiring extensive 
resources or specialized expertise. Furthermore, the model must integrate multiple cyber-
security domains into a unified structure, enabling holistic assessment and prioritization.
In addition, the model must support the use of automation in a controlled manner. Rather 
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than delegating evaluation decisions to artificial intelligence, automation should be designed 
to assist in tasks such as evidence interpretation, document analysis, and recommendation 
generation, while preserving a rule-based and explainable core evaluation process. This 
separation is essential to ensure that maturity assessments remain auditable and defensible.
From a Design Science Research perspective, these requirements define the characteris-

tics of the artifact to be developed. The proposed solution must therefore combine quantita-
tive rigor, structural integration, SME-oriented design, and controlled automation support 
into a coherent evaluation model.
The following section presents the M-SCORE model as a response to this problem, detai-

ling its dimensions, components, and scoring methodology.

The M-SCORE Model
The M-SCORE model is defined as a conceptual, maturity-oriented framework intended to 

support structured cybersecurity evaluation in SME environments.
Figure 2 presents a conceptual representation of the M-SCORE model, illustrating its mul-

ti-dimensional structure, the hierarchical relationship between indicators and scoring com-
ponents, and the integration of the rule-based evaluation core with supporting evidence 
inputs. The figure is intended to provide an introductory view of how cybersecurity capabi-
lities are structured and aggregated within the model prior to its formal definition.

Fig 2: Internal structure of the M-SCORE model and scoring logic.

The M-SCORE model is defined as a conceptual, maturity-oriented framework intended to 
support structured cybersecurity evaluation in small and medium-sized enterprises. Its pri-
mary objective is to provide a formal mechanism for translating cybersecurity practices into 
measurable and comparable outcomes through a deterministic and evidence-based scoring 
approach.
Table 1 summarizes the main dimensions of the M-SCORE model, along with representative 

indicators and typical evidence types used during the evaluation process.
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Dimension Description Example Indicators Evidence Type

Governance Security governance and 
risk management

Security policy, risk 
assessment Policies, reports

Protection of Data & 
Assets

Protection of 
information and systems

Backups, patching, 
access control Configurations, logs

Continuity & 
Resilience

Business continuity 
capabilities DR plans, RTO/RPO Procedures, test 

results

Third-Party Risk Supplier and service risk 
management

Contracts, SLA 
clauses Agreements

Awareness Human factor security Training programs Training records

Detection & Response Incident management 
capabilities Logs, playbooks Logs, incident 

reports

Table 1: M-SCORE dimensions, example indicators, and evidence types.

At its core, the model is organized around a set of interrelated cybersecurity dimensions 
that represent essential organizational capabilities for managing cyber risk. These dimen-
sions include governance, protection of data and assets, continuity and resilience, third-par-
ty risk management, awareness, and detection and response. Each dimension captures a 
specific aspect of cybersecurity maturity while remaining interconnected with the others 
through operational dependencies and shared organizational processes.
Within each dimension, the model defines sub-dimensions and associated indicators that 

represent specific practices or capabilities. These indicators are explicitly designed to be 
observable and verifiable, ensuring that the evaluation process is grounded in concrete evi-
dence rather than subjective interpretation. Typical forms of evidence include documented 
policies, system configurations, operational logs, contractual agreements, training records, 
and incident management artifacts.
Each indicator is evaluated according to predefined criteria and mapped to discrete im-

plementation levels that reflect the degree of adoption within the organization. These levels 
are structured progressively, providing a pathway for incremental maturity development, 
and their bounded number is deliberate: the model is designed around artifacts that organi-
zations operating under resource constraints can realistically produce and maintain.
The model defines five discrete implementation levels (L0–L4) for each indicator, mapped 

to a normalized numerical score on a [0, 1] scale. The assignment of a level is governed by 
explicit evaluation rules that specify the observable conditions required for each level to 
be granted. These rules operate on verifiable evidence such as documented policies, con-
figuration artifacts, operational logs, and contractual records. Table 2 presents the formal 
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definition of the implementation levels, their associated scoring values, and the evaluation 
criteria applied to determine whether a given level has been reached. The use of discrete le-
vels with explicit assignment criteria ensures that the scoring process remains reproducible 
and independent of evaluator subjectivity. When a particular piece of evidence satisfies the 
conditions for multiple levels, the highest applicable level is assigned.

Level Label Score 
(I)

Evaluation Criteria (Assignment 
Rules) Example Evidence

L0 Not 
implemented 0.00

No verifiable evidence of 
the practice exists. The 

control is absent or entirely 
undocumented.

No policy document; no 
configuration record; no 

log artifact.

L1 Informal / Ad 
hoc 0.25

Practice exists in an ad hoc or 
informal manner. No formal 

documentation, procedure, or 
approval is in place, but some 

observable evidence of the 
activity is verifiable.

Informal backup 
routine without written 
procedure; email-based 
security communication 
without approved policy.

L2 Defined / 
Documented 0.50

Practice is formally documented 
and approved. A written 

procedure or policy exists and 
is accessible to responsible 

personnel, but evidence 
of consistent execution or 

monitoring is not yet verifiable.

Approved information 
security policy; 

documented backup 
procedure without 

execution logs.

L3 Implemented / 
Monitored 0.75

Practice is actively implemented 
and supported by verifiable 

execution evidence. Monitoring 
or periodic review is in place, 

but the process has not yet been 
formally optimized or subjected 

to continuous improvement 
cycles.

Backup logs with 
timestamps; completed 

training attendance 
records; active patch 

management registry.

L4 Optimized / 
Continuous 1.00

Practice is fully implemented, 
monitored, and subject to 

periodic review and continuous 
improvement. Evidence includes 

periodic audits, improvement 
cycles, or formal performance 

metrics demonstrating ongoing 
effectiveness.

Audit results; incident 
response metrics; tested 

and validated DR plan 
with documented RTO/

RPO measurements.

Table 2: M-SCORE implementation levels, scoring values, evaluation criteria, and representative evidence types.

The quantitative nature of the model is achieved through a hierarchical weighted aggre-
gation process, which provides a structured pathway for combining individual observations 
into higher-level maturity scores. This aggregation is performed in three stages: indicator-le-
vel evaluation, sub-dimension aggregation, and dimension-level aggregation, culminating 
in a global maturity score.
The aggregation at the sub-dimension level is defined as:
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Where Id,s,i denotes the score assigned to indicator i within sub-dimension s of dimension 
d, and wd,s,i represents the corresponding weight associated with that indicator.
The aggregation at the dimension level is defined as:

	 1
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=
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Where Sd,s is the score of sub-dimension s, and Wd,s represents the weight of that sub-di-
mension within dimension d.
Finally, the global maturity score is computed as:

	 1 dglobal
D

dd
S W S

=
= ⋅∑ 								       (3)

where Sd is the score of dimension d, and Wd represents the weight assigned to that di-
mension. This formulation is intended to provide a unified measure of organizational cyber-
security maturity while preserving traceability to lower-level components.
The scoring model follows a hierarchical weighted aggregation approach, commonly used 

in multi-criteria decision analysis, enabling transparent and interpretable evaluation across 
multiple dimensions. The weights applied at each level are defined such that resulting sco-
res remain within a normalized and comparable range, facilitating consistent interpretation 
across different organizational contexts.
A fundamental characteristic of M-SCORE is that all scoring operations are deterministic 

and rule-based. Each indicator is evaluated through explicitly defined rules that map obser-
vable evidence to specific implementation levels, ensuring that identical input conditions 
produce identical outputs. This property — reproducibility — is what makes the model audi-
table: every score can be traced back through evaluation criteria to the evidence that produ-
ced it, without relying on probabilistic inference or opaque interpretation.
In addition to numerical outputs, the model provides a multi-dimensional maturity pro-

file that reflects the relative strengths and weaknesses of the organization across different 
cybersecurity domains. This profile enables a more granular interpretation than a single 
aggregate score and is intended to support the identification of critical gaps and the prioriti-
zation of improvement actions.
Based on the comparison between current and target maturity levels, the model is also 

intended to support the definition of structured improvement pathways. These pathways 
provide guidance for progressive enhancement of cybersecurity capabilities, aligned with 
organizational constraints and priorities.
To ensure applicability in SME environments, the model incorporates design principles 

focused on simplicity, scalability, and feasibility. The number of indicators per dimension is 
intentionally bounded, and the required evidence is aligned with artifacts that organizations 
can realistically produce or obtain. The model also supports partial assessments, allowing 
incremental adoption without requiring comprehensive implementation from the outset.
Another key characteristic of M-SCORE is its interpretability. The structure of dimensions, 

indicators, and scoring rules is explicitly defined and communicable to both technical and 
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non-technical stakeholders. This makes the model usable as a governance support mecha-
nism — not just as an evaluation instrument — facilitating decision-making and strategic 
alignment without requiring specialist interpretation.
Finally, the model is defined in a manner that anticipates its integration into an automa-

ted evaluation environment. The explicit specification of indicators, evidence types, and 
scoring rules provides a foundation for the implementation of a rule-based evaluation en-
gine. This design is intended to support consistent and scalable application of the model, 
while maintaining the verifiable results and control required for cybersecurity maturity 
assessment.

Agent-Assisted Architecture

Fig 3: Agent-assisted architecture supporting the M-SCORE model.

Figure 3 presents the conceptual architecture that supports the implementation of the 
M-SCORE model, illustrating the interaction between data inputs, the rule-based scoring 
engine, and the agent-assisted processing layer. The figure provides a high-level view of how 
automation can enhance the assessment process without altering the deterministic nature 
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of the scoring mechanism.
The architecture is conceptualized as a hybrid system in which quantitative evaluation 

and semantic processing are explicitly separated. At its core, the M-SCORE model relies on 
a rule-based evaluation engine responsible for computing maturity scores based on predefi-
ned indicators, weights, and implementation levels. This component operates deterministi-
cally, ensuring that identical inputs always produce identical outputs.
Complementing this core component, the architecture incorporates an agent-assisted la-

yer that supports the processing and interpretation of input data. This layer is intended to 
support the usability and scalability of the model, particularly in contexts where evidence 
is heterogeneous, unstructured, or distributed across multiple sources. Rather than repla-
cing the evaluation logic, the agent-assisted layer acts as an intermediary that facilitates the 
transformation of raw inputs into structured evidence suitable for scoring.
The input layer of the architecture includes multiple sources of information relevant to 

cybersecurity assessment, such as policy documents, configuration files, system logs, trai-
ning records, and contractual agreements with third-party providers. In SME environments, 
these inputs are often incomplete, inconsistently formatted, or maintained outside centra-
lized systems. The agent-assisted layer addresses this challenge by enabling automated or 
semi-automated processing of such data.
Within this layer, intelligent agents perform tasks such as document classification, in-

formation extraction, and semantic interpretation of evidence. For example, agents can 
analyze policy documents to identify the presence of required controls, extract relevant 
clauses from supplier contracts, or interpret logs and configuration data to determine whe-
ther specific practices are implemented. These tasks reduce the manual effort required du-
ring the assessment process and improve consistency in evidence interpretation.
A key design principle of this architecture is that agents do not assign scores nor modify 

evaluation rules. Instead, they produce structured outputs—such as labeled evidence, ex-
tracted attributes, or binary indicators—that serve as inputs to the rule-based scoring en-
gine. The final evaluation remains entirely governed by deterministic rules defined within 
the M-SCORE model. This separation ensures that the use of artificial intelligence does not 
compromise the explainability or reproducibility of the assessment results.
The interaction between components can be understood as a pipeline in which raw data 

is first processed by agents, transformed into structured evidence, and then evaluated by the 
scoring engine. This pipeline allows organizations to benefit from automation while main-
taining full control over the evaluation logic. Furthermore, it enables traceability, as each 
score can be linked back not only to a specific indicator but also to the evidence extracted or 
interpreted by the agents.
Another important characteristic of the architecture is its modularity. The agent-assisted 

layer can be implemented using different technologies depending on the context, ranging 
from simple rule-based parsers to more advanced natural language processing models. This 
flexibility allows the architecture to be adapted to different levels of technological maturity, 
making it suitable for a wide range of SME environments.
From an implementation perspective, the architecture supports both centralized and dis-

tributed deployment models. In simpler scenarios, the entire system can be implemented 
as a single application that processes uploaded evidence and generates maturity reports. In 
more advanced settings, the architecture can be decomposed into services, where agents 
operate as independent components responsible for specific types of data processing, and 
the scoring engine is exposed as a separate evaluation service.
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The outputs of the system include not only the quantitative maturity scores defined by 
M-SCORE but also enriched information derived from the agent-assisted processing layer. 
This includes structured evidence repositories, traceability links between indicators and su-
pporting artifacts, and contextualized recommendations based on identified gaps. These 
outputs enhance the practical value of the model, enabling organizations to move from as-
sessment to action more efficiently.
The separation between scoring logic and semantic processing is what allows the archi-

tecture to exploit automation without sacrificing the core requirements of maturity evalua-
tion. Complex and heterogeneous input data can be processed efficiently through the agent 
layer, while the deterministic scoring engine ensures that the resulting maturity scores re-
main verifiable, comparable, and independent of variation in AI model behavior.
From an implementation perspective, the agent-assisted layer can leverage existing 

open-source or commercial security tooling capable of collecting and analyzing system and 
security data, such as log aggregation systems, endpoint monitoring platforms, configura-
tion assessment tools, and vulnerability scanning solutions. These technologies enable the 
automated collection of evidence required by the model, including logs, configurations, and 
security events. In this context, the role of the agent-assisted layer is to normalize and inter-
pret this information, transforming heterogeneous technical data into structured evidence 
aligned with the model’s indicators.
Recent advances in large language models (LLMs) have demonstrated their capability 

to process and interpret heterogeneous data sources, supporting tasks such as document 
analysis and evidence extraction in cybersecurity contexts. However, these approaches also 
highlight the importance of maintaining human-interpretable and controlled evaluation 
mechanisms (Pearce et al., 2022).
The following section illustrates the application of the model and architecture through a 

representative scenario.

Application Scenario
To illustrate the applicability of the M-SCORE model and its supporting architecture, this 

section presents a representative application scenario based on a typical small and me-
dium-sized enterprise operating in a digitally dependent environment. The objective is not 
to provide a full empirical validation, but to demonstrate how the model can be applied in 
practice to generate measurable results, identify gaps, and support decision-making.
The scenario considers an SME with approximately 25 employees, operating in the com-

mercial sector and relying on a combination of on-premise systems and cloud-based servi-
ces for its daily operations. The organization manages customer data, financial records, and 
supplier information, and depends on external service providers for accounting software, 
cloud storage, and connectivity. Cybersecurity responsibilities are handled by a single IT 
generalist, without a formally established governance structure.
The assessment process begins with the collection of evidence across the dimensions 

defined by M-SCORE. This includes existing policies (if any), system configurations, bac-
kup procedures, user management practices, supplier contracts, and records of training or 
awareness activities. Given the heterogeneous and partially unstructured nature of these 
inputs, the agent-assisted layer supports the identification and classification of relevant in-
formation, enabling the transformation of raw data into structured evidence aligned with 
the model’s indicators.
In practical implementations, this evidence collection process can be supported by exis-

ting operational tools commonly deployed in SME environments. These include centralized 
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logging systems, endpoint monitoring agents, backup management solutions, and cloud 
service dashboards. Such components facilitate the continuous generation of technical and 
organizational evidence, which can be automatically processed and mapped to the model’s 
indicators. This approach reduces manual effort and enables a more consistent and scalable 
assessment process.
Once the evidence is structured, the rule-based evaluation engine assigns scores to each 

indicator according to predefined criteria. For example, in the governance dimension, the 
absence of a formally approved security policy results in a low implementation level, while 
the presence of informal practices without documentation may correspond to an interme-
diate level. In the protection dimension, partial implementation of backup mechanisms wi-
thout regular validation leads to a moderate score, reflecting the existence of controls with 
limited effectiveness.
To illustrate the indicator-level evaluation process and the application of the assignment 

rules defined in Table 2, Table 3 presents a representative set of five indicators drawn from 
three dimensions of this scenario. For each indicator, the table specifies the observed evi-
dence, the implementation level assigned according to the evaluation criteria, the corres-
ponding numerical score, and the indicator weight within its sub-dimension. The sub-di-
mension score S0,s for the governance sub-dimension “Policy and Risk Management” is 
computed as S0,s = (0.5 × 0.25) + (0.3 × 0.00) + (0.2 × 0.00) = 0.125, confirming that indicator 
weights sum to 1.0 within each sub-dimension and that the resulting score directly feeds the 
dimension aggregation in Equation (2).

Dimension Indicator Observed Evidence Level Score 
(I)

Weight (w) in 
sub-dimension

Governance Information 
Security Policy

No written policy 
document found; IT staff 
reports informal verbal 
guidelines communicated 
to employees.

L1 0.25 0.50

Governance
Risk 
Assessment 
Process

No documented risk 
assessment or risk register 
found; no evidence of 
any formal identification 
of information assets or 
threats.

L0 0.00 0.30

Governance
Role and 
Responsibility 
Assignment

No formal assignment 
of cybersecurity roles 
or responsibilities 
documented; no designated 
security owner identified.

L0 0.00 0.20

Protection of 
Data & Assets Data Backup

Weekly backup to external 
drive confirmed via IT staff 
interview; no automated 
backup log or restoration 
test record available.

L1 0.25 0.40

Awareness
Security 
Awareness 
Training

No training program, 
schedule, or attendance 
records exist; no evidence 
of any awareness activity in 
the past 12 months.

L0 0.00 0.60

Table 3: Representative indicator-level evaluation results for the application scenario, 
illustrating evidence-to-score mapping and sub-dimension aggregation inputs.
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At the sub-dimension and dimension levels, scores are aggregated using the weighted me-
chanism defined in Section 4. The resulting maturity profile reveals an uneven distribution 
of capabilities. Governance and third-party risk management exhibit low maturity levels 
due to the absence of formal processes and structured supplier evaluation. Protection of 
data and assets shows moderate maturity, supported by basic technical controls. Awareness 
and training present minimal development, as no formal program exists. Detection and res-
ponse capabilities are limited to reactive actions without defined procedures, while conti-
nuity and resilience are partially addressed through ad hoc backup practices.
The global maturity score derived from this assessment reflects an early-stage maturi-

ty level, consistent with the organizational characteristics of the SME. More importantly, 
the multi-dimensional profile provides actionable insights by highlighting the most critical 
gaps. In this scenario, the lack of governance mechanisms and supplier risk management 
emerges as a priority, followed by the need to formalize incident response procedures and 
implement structured awareness initiatives.
Table 4 presents a representative example of the maturity assessment results, illustrating 

how the model provides both dimension-level insights and an overall maturity score.

Dimension Score Maturity Level

Governance 0.25 Initial

Protection of Data & Assets 0.55 Developing

Continuity & Resilience 0.40 Basic

Third-Party Risk 0.20 Initial

Awareness 0.15 Initial

Detection & Response 0.30 Basic

Global Score 0.31 Initial

Table 4: Example maturity assessment results for the representative SME scenario.

Based on these results, the model is intended to support the definition of a prioritized 
improvement roadmap. Initial actions focus on low-cost, high-impact measures, such as 
the formalization of a basic security policy, the establishment of a simple risk assessment 
process, and the implementation of structured backup validation procedures. Subsequent 
steps include the introduction of supplier evaluation criteria, the development of incident 
response playbooks, and the implementation of periodic awareness training. This staged 
approach aligns with the incremental maturity progression supported by M-SCORE.
The role of the agent-assisted architecture in this scenario is particularly relevant during 

the evidence processing phase. By automating the classification and extraction of relevant 
information, agents reduce the effort required from the organization and improve the con-
sistency of the assessment. At the same time, the deterministic scoring engine ensures that 
all evaluation results remain transparent and reproducible.
This application scenario demonstrates that M-SCORE can be effectively applied in SME 

environments characterized by limited resources and low formalization. The model not only 
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provides a quantitative assessment of cybersecurity maturity but also supports the transi-
tion from evaluation to action through structured and prioritized recommendations.

Discussion and Implications

This study proposes M-SCORE as a response to the persistent gap between high-level cy-
bersecurity frameworks and the practical need for structured, measurable, and operational 
maturity evaluation in SMEs. The model  is intended to contribute to the field by introdu-
cing a quantitative and multi-dimensional approach that remains aligned with established 
standards while addressing their limitations in terms of operationalization and assessment.
From a conceptual perspective, M-SCORE advances existing maturity assessment approa-

ches by shifting from predominantly qualitative or loosely defined evaluation schemes 
toward a formalized and deterministic scoring model. This shift is particularly consequen-
tial in cybersecurity contexts, where decision-making requires not only identification of 
gaps but also the ability to prioritize actions based on measurable criteria. Grounding eva-
luation in observable evidence and explicit scoring rules strengthens both the rigor and the 
reproducibility of assessments.
Another important contribution lies in the integration of multiple cybersecurity domains 

into a unified evaluation structure. Rather than treating governance, technical controls, 
awareness, resilience, and third-party risk as independent assessment areas, M-SCORE cap-
tures their interdependencies within a single model. This integrated perspective reflects the 
systemic nature of cybersecurity and enables more coherent prioritization of improvement 
efforts, especially in environments where resources must be carefully allocated.
The model also is intended to contribute to responding to the identified gap between theo-

retical frameworks and practical implementation. While widely adopted standards provi-
de valuable guidance, their direct application often requires interpretation and adaptation. 
M-SCORE operationalizes these frameworks by translating their principles into measurable 
indicators, structured evidence requirements, and weighted scoring mechanisms. In doing 
so, it provides a practical pathway for SMEs to align with recognized standards without incu-
rring the complexity typically associated with their full implementation.
In addition, research on organizational cybersecurity strategies highlights the importan-

ce of aligning security capabilities with broader organizational structures and decision-ma-
king processes (Ahmad et al., 2014).
The introduction of a hybrid agent-assisted architecture represents an additional contri-

bution, particularly in the context of increasing interest in the use of artificial intelligence 
in cybersecurity. Unlike approaches that embed AI directly into decision-making processes, 
this work explicitly separates semantic processing from evaluation logic. This design intends 
to preserve the transparency and auditability of the scoring process while enabling automa-
tion to improve efficiency and scalability. The result is a balanced approach that leverages 
the strengths of AI without compromising the core requirements of maturity assessment.
From a practical standpoint, M-SCORE offers a structured mechanism for SMEs to as-

sess their cybersecurity posture and define improvement strategies. The model’s emphasis 
on simplicity, scalability, and evidence-based evaluation makes it suitable for organizations 
with limited resources and low levels of formalization. The ability to generate both quanti-
tative scores and multi-dimensional maturity profiles enables organizations to identify cri-
tical gaps and prioritize actions in a systematic manner.
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However, several limitations must be acknowledged. First, while the model is defined to 
be broadly applicable, the definition of indicators, weights, and implementation levels may 
require adaptation to specific sectors or regulatory contexts. Second, the validation presen-
ted in this study is limited to a representative application scenario, and further empirical 
evaluation is necessary to assess the model’s performance across diverse organizational se-
ttings. Third, the effectiveness of the agent-assisted layer depends on the quality and availa-
bility of input data, which may vary significantly across SMEs.
These limitations open several avenues for future research. Empirical validation through 

multiple case studies or longitudinal assessments would strengthen the evidence supporting 
the model. Additionally, the integration of decision-support techniques, such as multi-cri-
teria decision analysis, could enhance the weighting mechanisms and support more advan-
ced prioritization strategies. Further exploration of agent-based processing capabilities may 
also improve the automation of evidence interpretation while maintaining transparency.
Overall, the findings suggest that it is possible to design cybersecurity maturity evalua-

tion models that combine quantitative rigor, multi-dimensional integration, and practical 
applicability, while incorporating automation in a controlled and explainable manner. This 
is intended to contribute to advancing both the academic understanding and the practical 
implementation of cybersecurity maturity assessment in SME environments.
This also suggests that the model can be incrementally integrated with existing cyberse-

curity tooling ecosystems, allowing organizations to leverage already available data sources 
without requiring significant additional investments.

Conclusions

This paper introduced M-SCORE, a quantitative and multi-dimensional cybersecurity ma-
turity evaluation model specifically designed for small and medium-sized enterprises. The 
model addresses key limitations identified in existing approaches, including the lack of for-
malized scoring mechanisms, the fragmentation of cybersecurity domains, and the limited 
operational applicability of current frameworks in SME environments.
A structured set of dimensions, combined with a deterministic rule-based scoring metho-

dology, enables M-SCORE to transform cybersecurity practices into measurable, reproduci-
ble, and auditable outcomes. Organizations can use these outcomes to assess their current 
maturity levels, identify critical gaps, and prioritize improvement actions based on objective 
criteria rather than qualitative judgment.
A distinguishing feature of the model is the integration of a hybrid agent-assisted architec-

ture that enhances the assessment process without compromising transparency. Separating 
semantic processing from evaluation logic allows the model to leverage automation for effi-
ciency gains while preserving the explainability and traceability required for cybersecurity 
governance.
The application scenario presented in this study demonstrates the practical feasibility 

of M-SCORE in SME contexts, highlighting its ability to operate under conditions of limi-
ted resources and low formalization. The model’s emphasis on simplicity, scalability, and 
evidence-based evaluation makes it a suitable foundation for both manual and automated 
assessment processes.
From a research perspective, this work is intended to contribute to advancing cyber-

security maturity assessment by providing a model that integrates quantitative rigor, 
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multi-dimensional analysis, and controlled use of automation. Future work will focus on 
the implementation and validation of the proposed architecture through the development 
of a functional prototype, integrating the rule-based scoring engine with agent-assisted 
components. In particular, ongoing research will explore the application of the model in 
real SME environments, enabling empirical validation using local organizations and sec-
tor-specific scenarios. This includes the deployment of pilot implementations, the collec-
tion of real-world evidence, and the evaluation of the model’s effectiveness in supporting 
decision-making and maturity improvement processes.

Use of Generative AI and AI Tools in the Preparation of the Article
The author(s) declare the use of the AI tool ChatGPT for generating the document struc-

ture, searching for references, and proposing the architecture of the proposed solution. The 
authors confirm that after its use, the resulting content was reviewed, verified, and edited, 
and they assume full responsibility for the content presented in this article.
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